NEW FTC REGULATIONS
REQUIRE DEALERS TO
PROTECT CUSTOMER
INFORMATION

In May of 2002, the FTC issued
a new regulation called the
Safeguards Rule. This
regulation recently became
effective on May 23, 2003.

The Safeguards Rule requires
all dealers “to develop,
implement, and maintain a
comprehensive information
security program that is
written in one or more readily
accessible parts and contains
administrative, technical, and
physical safeguards that are
appropriate to your size and
complexity, the nature and
scope of your activities, and
the sensitivity of any customer
information at issue.”

What does the FTC consider
“Customer Information”?

In simple terms, the regulations
want you to protect nonpublic
personal information (NPI).
For dealers, this can be defined
as any personally identifiable
financial information that a
dealer collects about an
individual in connection with
providing a finance contract,
lease or insurance—unless

that information is otherwise
publicly available. Some
examples of nonpublic
customer information identified
by the FTC include:

« Any information an individual
provides you to get a financial
product, including name,
address, income, Social
Security number or other
information on an application.

Any information you obtain
about a customer during the
financing process, including
bank or loan account
numbers, credit cards, loan
or deposit balances, payment
history and credit history
reports.

Any lists of customers
derived even partially from
NPI. For example, a dealer’s
list of finance and lease
customers that identifies a
customer by name would be
considered NPIL.

5 Elements Required for
Compliance

The regulations require that
dealers develop a comprehensive
written plan and include the
following five elements in
their security programs:

1) Designate an employee to
coordinate your information

Did you know...
Business meals, entertainment and travel expenses

’

may be fully, partially or totally non-deductible?

Call your Auto Team America firm
to ask for a deductibility checklist.

security program.

2) Identify reasonably
foreseeable risks to your
customer information that
could result in unauthorized
disclosure, misuse, alteration
or destruction. Assess the
sufficiency of any safeguards
in place to control these risks.

3) Design and implement
safeguards to control the risks
identified above. Regularly
test or otherwise monitor the
effectiveness of your program.

4) Oversee your service
providers by taking reasonable
steps to select and retain
providers that are capable of
maintaining the appropriate
security of your customer
information. You should
require your service providers—
by contract—to implement
and maintain security measures.

5) Evaluate and adjust your
security program based on the
results of testing performed in
accordance with step 3 above
and any material changes to
your business operations.

In developing your security
program, the regulations
require you to consider each
relevant area of your operations.
These include employee
training and management;
information systems, including
the way you process, store,
transmit and dispose of both
written and electronic
information; and detecting,
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preventing and responding to
attacks, intrusions or other
security program failures.

As you can see from the five
elements, the regulations not
only require you to undertake
actions to get into compliance,
but you are also required to
take prescribed actions—
such as testing your security
program—to stay in
compliance. If you are not in
compliance, the FTC can
levy a fine of up to $11,000
per day.

Tips for Developing Your
Program

Make sure you address all of
the required elements of the
regulations. Simply typing up
a policy is not enough. A
policy does not equate to a
“program” in the eyes of the
FTC.

1) Identify the person who
will be “in-charge” of your
program. The term commonly
being used is “Program
Coordinator”. Be sure you
give this person the time it
will take to develop an
appropriate program and the
proper amount of authority to
get you in compliance and
keep you there.

2) Prepare a written risk
assessment. Nowhere in the
regulations does it say that
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Have a problem keeping
insurance cards with drivers
during dealer trades, demos,

loaners and company vehicles?

Laminate a copy of your
dealership's insurance card to
the back of the dealer or
registered license plate to
make sure there is always one
with the vehicle. This provides
an easy solution to locating
insurance information if the
dealership vehicle is involved
in an accident.

you are required to have
anything other than your
policies in writing, but
practically speaking there are
three good reasons to do so:

« You will be able to organize
your policies so that they
address all of the risks
identified.

« If the FTC comes knocking,
you will be able to easily
demonstrate that you
complied.

« All of the attorneys who
have spoken at seminars on
this topic say repeatedly to
document, document,
document!

3) Make a list of your risks
and threats identified during
your assessment.

4) Prepare written policies
that not only address the
specific requirements you
intend for each employee to
follow, but also management’s
plans to deal with all elements
of your program. Examples of
areas you should consider
including in your policies are:

« Program Coordinator duties

. Handling and reporting
breeches or violations of
your security program

. Employee training and
orientation procedures

. Hiring and screening process

. Program testing plans

. Computer access and security
rules

5) Train your employees. First,
employees must be trained so
that they are aware of, and
understand, the FTC Safeguards
Rule. Secondly, you must
train your employees so that
they are informed of your
dealership’s specific policies
in your security program. Be
sure to keep a log of all
employees who attend training.

6) Have all employees sign an
agreement to follow your

company’s security polices as
well as acknowledge that they

have been properly trained.

7) Create testing procedures
that can be conducted on a
regular basis. Create a log or
some other way to track your
testing history. Again, if the
FTC comes, you want to be
ready.

No matter how you choose to
attack the development of
your Information Security
Program, a significant amount
of time and effort will be
required by your organization.
Dealers should focus on
developing a comprehensive
written program that addresses
all of the required elements.

Help for Dealers

Under the regulations, dealers
may receive third party
assistance from consultants to
help them develop and maintain
their information security
programs. According to the
FTC, the only element that
can not be outsourced is the
position and responsibilities
of the Program Coordinator.
This is good news for dealers
because knowledgeable
consultants can shave
significant hours off the
process for dealerships.

The CPA firms of Auto
Team America offer a
comprehensive approach to
helping dealers get into
compliance. Dealers can buy
a Prototype Information
Security Program that provides
dealers with the tools they
need to address all five
elements of the regulations.
The program contains:

. Risk assessment
questionnaires

. Tables to capture your list
of risks

« Pre-written policies and
other policy considerations

« A PowerPoint training
presentation

. Follow-up testing programs

« Service Provider checklists

« Computer access guidance
and tips for assessing the

security of your computer
system infrastructure

. Many other helpful items,
including forms.

The ATA member firms also
offer a full range of services to
assist you in the process. Their
consultants are available to
perform your risk assessments,
write or review your policies,
train your employees or program
leaders, and provide ongoing
program testing functions. For
more information, contact your
local Auto Team America
firm.

Deducting SUVs as
Qualified Property

A current tax rule permits
small business owners to
deduct up to $100,000 in
qualified property used in
their trade or business.
Qualifying property includes
SUVs with a gross vehicle
weight in excess of 6,000
pounds. Models such as
Cadillac Escalade, Lincoln
Navigator, Chevrolet
Suburban, Dodge Durango
and Ford Expedition would
qualify for this favorable
treatment.

While dealers are promoting
this feature of the tax law as
a way to sell the high priced
SUVs, there is currently a
bill in Congress trying to
close this loophole. The bill
submitted on February 12,
2003 and titled “SUV
Business Tax Loophole
Closure Act”, will amend
the Internal Revenue Code
to include sport utility
vehicles in the limitation on
the depreciation of certain
luxury automobiles. The new
bill places a 14,000-pound
weight limitation on SUVs
before business owners will
benefit from this special
deduction.




